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Executive Summary

Our team successfully exploited multiple vulnerabilities presented on the given target
server, which was hosted at http://35.160.63.48. Many of these vulnerabilities are
indicative of real issues found throughout the internet and easily detectable by those
with a background in cybersecurity, both with and without malicious intent. Some of the
vulnerabilities found include improper user credential authentication, failure to sanitize
user input, and an overall lack of oversight as to what users could access. The following
report presents more detailed descriptions of the vulnerabilities, along with possible
solutions.

Introduction
The goal of the Capture the Flag game was to exploit vulnerabilities on a target server
using (almost) any cybersecurity tools. We were given a class block to attack the server,
followed by another 36 hours during which the game was still open, and additional flags
could be obtained for fewer points. We found a wide array of common vulnerabilities,
and used a variety of tools ranging from simple command line tools such as nmap to
more sophisticated programs such as Burp Suite.

Tools/Methods Used

● Nmap: Command line security scanner used to find services and open ports on
server (See list of ports and services in table below).
● Tcpdump: packet analyzer
● Burp Suite/Tamper Data: Security scanner used to scan and modify HTTP
headers and post parameters (specifically cookies)
● Chrome Developer Tools: Used to inspect elements on webpage
● Cross-Site Scripting and SQL Injection: Exploitation of insecure web forms.
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Services and Open Ports

The following are ports identified as open on the Metasploitable server using nmap
scanning. However, this list of ports may differ than the ones open during the live game.
Port

Service

Description

21

ftp

transfer files

22

ssh

remote login and file transfer

23

telnet

remote connection

25

smtp

mail transmission

53

domain

DNS

80

http

web connection

111

rpcbind

remote copy files

139

netbios-ssn

file sharing

445

microsoft-ds

file sharing

512

exec

remote process execution

513

login

remote login

514

shell

shell process

1099

rmiregistry

remote object names

1524

ingreslock

locking ingres database, backdoor shell

2049

nfs

remote filesystem access

2121

ccproxy-ftp

proxy server

3306

mysql

database server connections

5432

postgresql

database server connections

5900

vnc

remote control

6000

X11

X windows

6667

irc

internet relay chat, backdoor

8009

ajp13

Apache JServ

8180

unknown
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Vulnerabilities
Permissions and Directory Traversal
wp-content directory

Description: The flag is located in a file alongside various resources used by the
Wordpress site, which can be examined by navigating into the `wp-content`
directory and examining its contents, as the server has directory listing enabled.

CWE: CWE-548: Information Exposure Through Directory Listing
Location: https://35.160.63.48/wp-content/uploads/2017/10/FLAG.txt
Methodology: We found this flag fairly quickly by poking around in the site’s content,
which we initially got into by looking at the folder containing the “NSA” image on
the CTF game homepage.
Recommendation: Disabling directory listing when it is not needed will make it more
difficult for attackers to find files that are not meant to be accessible, but this is
not a guarantee of security.  If a file is not meant to be publicly accessible, its
permissions should be set so that it is not accessible without authentication.
.git directory

Description: We found that we could directly access certain parts of the site just by
directly entering the url, so entering https://35.160.63.48/.git/ redirects the user
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directly to a git repository, presumably used for much of the site’s codebase. This
is called directory traversal, where a user is able to directly access restricted
areas of the site without being asked for login credentials.

CWE: CWE-548: Information Exposure Through Directory Listing
Location: When the server was running, http://35.160.63.48/.git
Methodology: Given the hint about git, it seemed plausible a git directory existed, so we
tried various subdomains (/git, /.git, etc.) until we found one that worked.
Recommendation: Require login credentials to access any pages that should be
restricted and that not all users should have access to.
Strings in a Binary

Description: The flag was hidden inside one of the site’s Wordpress resources, simply
appended to the end of an image file.
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CWE: CWE-313: Cleartext Storage in a File or on Disk
Location: https://35.160.63.48/wp-content/uploads/2017/10/lulz.jpg
Methodology: We downloaded many of the resources on the website and grepped them
for the string ‘key’, in hopes of happening upon one of the flags.  In the case of
graphical resources, we used the `strings` command to extract ASCII strings
from the files, and searched those.
Recommendations: Don’t hide information in plain text.

SQL Injection
Forum Post IDs

Description: SQL injection can be used on the forum board in place of a post’s id. This
blind SQL injection an attacker to gain access to posts on the forum that were not
previously visible.

CWE: CWE-89: Improper Neutralization of Special Elements used in SQL command
(‘SQL Injection’)
Location: Forum board page
Methodology: We noticed each time a new post was created, it was given an id, which
was visible in the URL. A blind SQL injection was performed in the place of a
post’s id written in URL format: http://35.160.63.48/board.php?id=1%20or%201
Recommendation: Sanitizing user input on server side before executing
Login Page

Description: A blind SQL injection as a username led to a fake 404 Not Found page,
where text was discovered in the clear.

5

CWE: CWE-89: Improper Neutralization of Special Elements used in SQL command
(‘SQL Injection’)
Location: Admin Login Page
Methodology: A simple SQL injection in the username field of the login page led to a
fake 404 Not Found page.
Recommendations: Sanitizing user input on server side before executing
Note: We were able to locate another flag by navigating to the logout page (logout.php)
once we had logged in using SQL injection.

Insecure Cookies

Description: Cookies being sent to the server can be manually modified in order to give
the attacker administrative access.
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CWE: CWE-565: Reliance on Cookies without Validation and Integrity Checking in a
Security Decision
CWE-287: Improper Authentication
Location: Admin Login Page, Main Page
Methodology: We noticed that an admin cookie was being sent when requesting each
page, and that the admin cookie was set to false. We used Burp Suite’s
man-in-the-middle proxy to intercept the request and change the cookie to true,
which allowed us to access pages as an admin.
Recommendations: Using an authenticator such as OWASP ESAPI Authentication

Clear-Text Transmission

Description: This key was embedded in a lengthy text included within the website’s
tcpdump.  By grepping the file for the string “key{“, we were able to find the key
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hidden within.

CWE: CWE-212: Improper Cross-boundary Removal of Sensitive Data
CWE-319: Cleartext Transmission of Sensitive Information
Location: tcpdump of the site’s IP address.
Methodology: tcpdump -E 35.160.63.48 triggered the download of a text file, which we
called 35.160.63.48.txt.  Running grep “key{“ 35.160.63.48 returned the key,
shown above.
Recommendations: Close unused ports and interfaces to limit tcpdump’s ability to read
packets and analyze network traffic.

Cross-site Scripting (XSS)

Description: Several pages on the website are vulnerable to widespread cross-site
scripting attacks.  Allowing this on the Jobs Board specifically resulted in an enormous
number of Javascript injection attacks

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation
(‘Cross-site scripting’)
Location: Forum board page
Methodology: Inserting scripts into posts, so any visitor to the page would be
immediately met by a barrage of pop-up alerts, making the page nearly unusable
without turning off Javascript.
Recommendation: Sanitize user input
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Note: While XSS did not involve a flag in the CTF game, it still is a significant
vulnerability that should be addressed

Remediation
Many of the vulnerabilities exploited during this CTF are among the most
common and severe web vulnerabilities globally, according to the OWASP Top 101.
SQL injection is an extremely common attack, because many systems still fail to
implement protective measures against it. As defined by OWASP, SQL injections work
by tricking the interpreter into executing unintended commands or accessing data
without proper authorization. The simplicity of performing SQL injections means they
offer an easy attack vector for those with malicious intent. As illustrated above, there are
many different ways a SQL injection can be used to gain unauthorized access, or
potentially lead to compromised accounts and data. However, sanitizing user input
before executing is a simple solution to protect against such attacks.
Another vulnerability found as part of the OWASP Top 10 is Cross-Site Scripting
(XSS), which has a similar problem logic as SQL injections. XSS involves applications
that do not properly validate or sanitize user input, so attackers can insert scripts to be
executed that can interfere with other users’ interactions in the site. As demonstrated
above, the XSS attacks performed rendered the board page practically unusable to any
user who tried to access it. The solution also follows the same theme as the solution to
defend against SQL injections, mainly in properly validating and sanitizing user input,
and not allowing any untrusted commands to be executed.
The vulnerabilities listed above under the section “Permissions and Directory
Traversal” are each separate incidents, but all fall under the same theme of allowing
users access to places to which they should not have access (like the git directory). This
amount of information exposure leaves the system extremely vulnerable to malicious
attackers. A blanket recommendation would be to restrict access and set correct
permissions to any components of a system so they cannot be accessed by attackers.
In general, taking steps to limit the amount of access users have without proper
authentication and properly validating user input is extremely useful in securing a web
server such as this one. It is also equally, and perhaps even more important when
building a system, to consider how an attacker might misuse or exploit any element, and
properly defend against such exploitations.
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 https://www.owasp.org/images/b/b0/OWASP_Top_10_2017_RC2_Final.pdf
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Conclusion
In summary, the CTF game provided an excellent opportunity to experiment with
vulnerabilities in a web server in a safe, sanitized environment that would have no
real-world impact. It reinforced the idea that modern web servers are often vulnerable,
and contributed to a better understanding and experience in using security tools.
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